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Abstract: 

Software agents have been increasingly utilized across various domains in information 

technology, including electronic commerce, information retrieval, and autonomous decision-

making. In parallel, the dark web has become a prominent platform for illicit drug trading, 

particularly marijuana. While previous studies have focused on tracking users accessing the dark 

web, few have proposed structured methods for extracting drug-related information. Moreover, 

existing approaches are often time-consuming and complex, making them impractical for 

educational or analytical use. This research aims to model and develop a software agent capable 

of autonomously accessing and retrieving marijuana-related information from dark web 

marketplaces. The methodology follows a typical software agent development life cycle, 

encompassing requirement analysis, system design, development, evaluation, and documentation. 

Four specific plans were created to represent different dark web markets, each modeled using 

UML class diagrams. These diagrams were then normalized into a unified model to eliminate 

redundancy and streamline agent development. The results include a generalized UML class 

diagram that consolidates common functionalities such as user registration, login, drug search, 

and data retrieval across various markets. This normalized model facilitates more efficient and 

modular development of software agents in dark web environments. The main contribution of 

this study lies in its systematic modeling approach, offering a reusable framework for agent-

based access to illicit online content for research and educational purposes. Future work will 

focus on extending this framework to support other domains and tasks within the dark web. 

Keywords: Agent-Based System, Dark Web, Drug Information Retrieval, Software Agent, UML Modeling. 
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 :انًهخص

 

اصداد استخذاو وكلاء انبشيجيبت في يختهف يجبلات تكُونوجيب انًعهويبت، بًب فيي رنيا انتجيبسلإ اتنكتشوَيي ، 

واستشجبع انًعهويبت، واتخيبر انىيشاسات بليكم يليتىما وبيبنتواصذ يي  رنيا، نتيبت اتَتشَيم انً هيى يُ ي  

ت انذساسيبت انليببى   هيت تتبي  ببسصلإ نتجبسلإ انًخيذسات يييش انًليشو  ، وةبتي  انًبسنجواَيبا وبيًُيب سكيض

انًلييتخذييٍ انييزنٍ نييذةهوٌ ننييت اتَتشَييم انً هييى، نييى نىتييشا سييوي انىهيييم يُرييب نسييبني  يُ ًيي  لاسييتخشا  

انًعهويبت انًتعهى  ببنًخذساتا  لاولإ  هت رنا، يبنببً يب تكوٌ الأسبني  انحبني  يعىذلإ ويلترهك  نهووم، يًيب 

ًي نو انتحهيهيا نرذف هزا انبحث ننيت ًَزجي  وتييونش وكييم بشيجيي ويبدس نجعهرب ييش  ًهي  نلاستخذاو انتعهي

 هت انوتول ننت انًعهويبت انًتعهىي  ببنًبسنجواَيب واسيتشجب رب بليكم يليتىم ييٍ نسيوان اتَتشَيم انً هيىا 

تتب  انًُرجي  دوسلإ حيبلإ تيونش وكيم بشيجي ًَورجي ، تلًم تحهيم انًتيهببت، وت ًيى انُ يبو، وانتييونش، 

ةيي  يحيذدلإ نتًلييم نسيوان اتَتشَيم انً هيى انًختهمي ، وًَيزجم كيم يُريب  نسبي وانتىييى، وانتوثيها وُضيعم 

ثى تى توحيذ هزِ انًخييبت في ًَور  يوحذ نتجُ  انتكشاس وتبلي   ًهي    UMLببستخذاو يخييبت فئبت 

ب بهغ  انًُزج  انًوحذلإ ًً نجً  انوظبئف انلبئع ، يلم  UML تيونش انوكيما تتضًٍ انُتبئج يخييًب فئونبً يعً

، واسيتشجبع انبيبَيبت  بيش نسيوان يختهمي ا نلُير م ًخذساتتلجيم انًلتخذو، وتلجيم انذةول، وانبحث  ٍ ان

ييذ تيييونشًا نكلييش كمييبءلإً وتعييذداً نييوكلاء انبييشايج فييي بيئييبت انونيي  انً هييىا تكًييٍ انًلييبهً   وحط ًُ هييزا انًُييور  ان

ب انًُزج  انًُرجيي، انيزذ نيُوفش نًيبسًا ويببلًا ت يبدلإ الاسيتخذاو نهوتيول انىيبئى انشئيلي  نرزِ انذساس  في َرجر

 هت انوكلاء ننت انًحتوي ييش انًلشوع  بش اتَتشَم لأيشاض انبحث وانتعهيىا ستشكض الأ ًبل انًليتىبهي  

  هت توسي  َيبن هزا اتًبس نذ ى يجبلات ويربو نةشي داةم انون  انً هىا

 

ًَزجي  بهغي   ،َ يبو ويبئى  هيت انوكييم انبشيجيي،  انوني  انً هيى ًخيذس،اسيتشجبع يعهوييبت ان انكهًات انذانةة:

UML، اوكيم بشيجي 

1 Introduction 

Software agents have been used in many areas of Information Technology (IT). They are being used for 

applications as diverse as personalized information management, electronic commerce, interface design, 

computer games, and management of complex commercial and industrial processes.  The agents work to 

achieve the goals that is assign by the user. Drug dealing is illegal in most of the country and mostly can 

be trade in in dark market. For online transaction, the drugs mostly sold in the dark web.  

Most of current software agents have concerned with tracking the users who try to access into dark web 

for ethical reasons. However, those agents have not presented a clear method or approach for searching in 

dark web. In addition, the traditional methods and approaches that have been used for getting the 

information from the dark web are not useful because a lot of steps that should be followed to access into 

dark web. Those steps require more time and hard procedures. Therefore, software agent characterized by 

means of saving the search time and easy procedures for searching by normal users. This research aims to 

design and implement a software agent capable of accessing and retrieving information on marijuana from 

the dark web. To achieve this, it focuses on developing search plans, modeling the system using UML 

diagrams, converting these plans into algorithms, and building an autonomous agent to navigate and 

extract data from dark web drug marketplaces. 

 

2 Literature Review 

Before we try to define what, a Software Agent is, let us first try to understand the meaning and 

characteristics of an agent. We are all, in one sense or another, familiar with the concept of an agent. 

Probably most of us have dealt with travel agents and we know the role undertaken by them. The main 
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representative role of a travel agent, for example, is that it acts on behalf of others. This characteristic can 

be considered as the first fundamental property of agency. A travel agent acts on behalf of a traveler in a 

variable degree of autonomy. In other words, when a travel agent calls an airline to reserve a seat, they do 

so autonomously; that is, they do not tell the airline to whom do they need a seat, they just say we need a 

seat. This is the second characteristic of agency – autonomy. A third characteristic of an agent is the 

degree of proactivity and reactivity in their behavior. For example, once an agent receives the details of its 

tasks, it tries proactively to attain the goals defined by the assigned tasks. And it reacts to the changes in 

the available data by modifying its plan. Agents may also exhibit other attributes, including: learning, co-

operation, and mobility  (Green et al., 1997; Jennings, 2001). 

 

2.1 What is an Agent? 

Based on the above discussion, an agent can be defined, along with its characteristics as follow: 

 

 acts on behalf of others in an autonomous fashion 

 performs its actions in some level of proactivity and reactivity 

 Exhibits some levels of the key attributes of learning, co-operation, and mobility.‖ 

 
This definition, which is based on the definition given in Green et al. (1997), is equally true for software 

agents. In Nwana (1996); Wooldridge and Jennings (1995), both sources define an agent as fundamentally 

an autonomous, goal-driven software entity that can perceive and act within an environment. What 

differentiates an intelligent agent is the addition of flexibility, social ability, and proactive behavior in 

pursuing complex goals. However, what exactly is a software agent and how does it differ from a software 

object? You may think of a software agent as one (or more) software object(s) that conforms to the above 

characteristics of agents and can be described as inhabiting computers and networks, assisting users with 

computer-based tasks. It is the responsibility of the programmer, however, to determine what an agent can 

do, as well as the information required from the user or software for an agent to perform its actions in a 

reactive manner. The behavior of the agent may be defined by other software, which you can envision as a 

sort of super-agent that forks (or clones) new agents when there is a task that demands additional interest 

(help). 

Software agents are likely the fastest growing area of Information Technology (IT). They are being used, 

and promoted, for applications as divergent as personal information management, electronic commerce, 

interface design, computer games, and management of complex commercial and industrial processes. In 

spite of this proliferation, there remain, as yet, no commonly agreed upon definitions of exactly what an 

agent is. Wooldridge (2001) defines it as: ―An agent is an entity which is placed in an environment and 

perceives various parameters which are evaluated to make a decision established by the agent’s goal‖. Ye 

et al. (2016) takes agents to be: ―An agent is a computer system that is capable of independent action on 

behalf of its user or owner. An agent is able to determine for itself what it needs to do in order to satisfy its 

design objectives, rather than being explicitly told what to do at any given moment. A multiagent system 

is composed of a number of agents, which interacts with each other, typically by exchanging messages 

using some computer network infrastructure‖. Dorri et al. (2018) defines an agent as: ―An agent is an 

encapsulated computational system that is situated in an environment and this is capable of flexible 

autonomous action in that environment in order to meet its design objectives. While Park et al. (2023) 

defines the agent as ―Generative agents — Computational software agents that generate behavior looking 

very much like natural human behavior.  

 There are ―predictive‖ agents, which volunteer information or services to a user, without being explicitly 

asked, whenever it is deemed appropriate (e.g., an agent may monitor newsgroups on the INTERNET and 

return discussions that it believes to be of interest to the user or a holiday agent may inform its user that a 

travel firm is offering large discounts on holidays to South Africa knowing that the user is interested in 

safaris). Common to all these classes are the following key hallmarks of agent hood (Huang et al., 2024; 

Russell & Norvig, 2010; Wooldridge & Jennings, 1995; Zhou et al., 2023): 
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 Autonomy – refers to the ability of agents to operate without human control. Wooldridge and Jennings 

(1995) introduce autonomy to refer to the capacity of an agent to control its own system internal state 

and behavior to achieve prescribed goals. This ability is necessary for the creation of language-based 

agents, especially those based on large language models, where planning enables agents to act in 

changing environments without supervision.  

 Social competency refers to the ability of an agent to communicate well with some other agents or 

human users. In multi-agent system, this involves negotiations, cooperation, and complying to 

communication protocols.  

 The responsiveness of the agent implies its capability to perceive and react to changes in its 

operational field. At the level of LLM-based agents, responsiveness encompasses integrating (in real 

time) user feedback, environmental dynamics, and task-related restrictions, and making sure that the 

agent's actions are contextually relevant and current. 

 Activeness, where the agent generates and purposefully act upon their own goals, rather than merely 

reacting to the environment. Recent studies show that these language agents demonstrate multi-step 

plan-driven behavior consistent with proactive intelligence.  

 

When taken together, these attributes mark software agents as a fundamentally new paradigm — markedly 

different from related IT disciplines such as object-oriented systems, artificial intelligence, and distributed 

computing. There are two key distinguishing characteristics. Firstly, relatively high-level tasks can be 

delegated to agents who will autonomously carry them out. Secondly, agents are situated in an 

environment which can dynamically affect their problem-solving behavior and strategy. When a new task 

is delegated, the agent has to determine precisely what the objective is, evaluate how this objective can be 

reached in an effective manner, and perform the necessary actions. Whilst this is going on, the agent must 

keep track of what is happening in its environment to ensure that the objective is still appropriate, that the 

plan of action is still valid, and that no new, and more important, opportunities have arisen. As well as 

these internal processes, software agents often need to interact with other entities (either humans or 

software agents) in order to accomplish their objectives. Such interchanges may range from simple 

requests (e.g., tell me how much a particular flight to Paris costs) to complex negotiations (e.g. arguing 

over which date to arrange a meeting). 

 

2.2 Classification of Software Agents 

Previous papers on software agents are also reviewed, and three of its fundamental attributes among 

others are discussed for categorization: autonomy, learning, and cooperation. These properties are the 

foundations for the types of agents in classical and modern systems. The basic model of an agent, as 

introduced by Wooldridge and Jennings (1995), focuses on autonomy as the capability of the agent to act 

on its own by keeping track of internal states and working towards user assigned objectives, while Russell 

and Norvig (2010) dive deeper into the idea that agents need to be responsive and act rationally in ever-

changing environments. With the emergence of language-based agents, recent studies by Huang et al. 

(2024) and frameworks introduced by Zhou et al. (2023) highlight how these modern agents utilize large 

language models (LLMs) to plan and carry out tasks proactively, emphasizing the importance of 

autonomy and goal-oriented behavior. 

 

Cooperation has also been a key area of focus in the development of multi-agent systems. Wooldridge and 

Jennings (1995) argue that agents need social skills to interact effectively with one another, a challenge 

that grows more complex in distributed settings. Moreover, Nwana (1996) offers a comprehensive look at 

agent systems, underscoring the significance of cooperation in diverse agent environments. 

Lastly, learning is seen as a defining trait of intelligent behavior in agents. These smart agents not only 

react to external stimuli but also evolve and refine their actions over time. These three characteristics of 

agents are used to derive some types of agents to include in our classification as shown in Figure 1. 
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Figure 1: A partial view of agent classification 

 

2.3 Why Software Agents? 

The merits of anchoring software development in the paradigm of agents have been progressively 

acknowledged throughout the years. Initial seminal contributions accentuated how agent-centric 

methodologies provide modularity, adaptability, and an intuitive framework for modeling intricate, 

distributed systems. Contemporary investigations reaffirm these advantages, particularly in the context of 

advancements in artificial intelligence and software engineering. 

 

Current research has delved into the function of agents within dynamic, intelligent, and decentralized 

contexts. For instance, recent investigations have illustrated how large language models (LLMs) can be 

integrated into multi-agent systems to enhance collaboration and problem-solving capabilities in software 

development (Qian et al., 2024). Additional surveys elucidate the transition towards LLM-driven agents 

for functions such as code generation, debugging, and system adaptation (Jin et al., 2024). 

Such systems are frequently conceptualized as aggregates of interacting autonomous agents, each 

possessing distinct competencies and objectives. This abstraction empowers developers to envision 

software systems as collectives of cooperative problem solvers, which aligns effectively with real-world 

applications such as adaptive interfaces, autonomous control systems, and intelligent environments 

(Majdoub et al., 2025; Wrona et al., 2023). 

 

2.4 Dark web 

Recently many of us believe that by using a Google search we can get most of the information available 

on the Internet on a given subject. Nevertheless, there is an entire online world an immense one beyond 

the reach of Google or any other search engine. Policymakers should take a cue from prosecutors, who 

just convicted one of its masterminds, and start giving it some attention. 

 

The measure of the Internet’s underworld is massive. The public information on the Deep Web is 

presently 400 to 550 times larger than the commonly-defined World Wide Web. Deep Web holds nearly 

550 billion individual documents compared to about one billion on the normal Web, and more than 

200,000 Deep Websites currently exist.  And the Dark Web is where the dark side of the Internet 

flourishes. Whereas there are sufficiently of law abiding citizens and well-intentioned individuals such as 

journalists and journalists, who conduct their online activities below the surface, the part of the Dark Web 

known as the Deep Web has become a conduit for illegitimate and often dangerous activities (Bergman, 

2001). 

 

 

 

 

Autonomy 

Learn Cooperate 
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2.5 Discussion of the literature 

Morato et al. (2025) examined the extent to which search engines operating on the dark web implement 

web positioning strategies, focusing on information retrieval and ranking algorithms. The analysis 

revealed that dark web search engines apply search strategies and web positioning, aiming to improve 

retrieval and user experience. Despite these efforts, the strategies were found to be ineffective, retrieving a 

small number of documents of dubious relevance, highlighting the need for alternative approaches to 

achieve more relevant, up-to-date, and secure results. 

In 2024, a curated selection of premier Open-Source Intelligence (OSINT) tools was presented to aid in 

combating dark web crime. These tools assist investigators by unmasking perpetrators, extracting 

actionable insights, and mitigating the perils inherent to the darknet (OSINT Team, 2024). While potent as 

standalone assets, their efficacy is maximized when integrated into existing investigative frameworks, 

indicating a potential limitation when used in isolation.  

DarkBERT is a language model pretrained on dark web data, designed to address the lexical and structural 

diversity of the dark web (Jin et al., 2023). DarkBERT outperforms existing language models in various 

use cases, providing valuable insights for researchers analyzing dark web content. The model’s 

effectiveness is contingent on the quality and representativeness of the training data, which may not 

encompass the full spectrum of dark web content. 

Zhang et al. (2022) introduced a framework utilizing Generative Adversarial Networks (GANs) to 

overcome text-based CAPTCHA challenges on the dark web, facilitating data collection. The framework 

achieved a high success rate in breaking dark web CAPTCHA, enhancing automated data collection 

capabilities. The method may raise ethical concerns and could be circumvented by evolving CAPTCHA 

designs, necessitating continuous adaptation. 

Hayes et al. (2018) provided an analytical framework for automating dark web scraping and analysis using 

free tools, validated through a case study. The framework enables efficient retrieval of vendor and 

marketplace listing data, supporting investigations into dark web activities. Reliance on specific tools like 

AppleScript may limit scalability and adaptability to diverse dark web environments. 

While existing studies have explored various aspects of dark web data retrieval, classification, and 

analysis, there remains a significant gap in developing a comprehensive software agent system specifically 

designed to autonomously access and search for drug-related information, such as marijuana, on the dark 

web. Current methods often lack integration of search planning, system modeling, algorithm development, 

and autonomous navigation tailored to the unique challenges of dark web drug marketplaces. This 

research aims to bridge this gap by designing and implementing a software agent that encompasses these 

components, thereby enhancing the capability to access and retrieve pertinent drug information from the 

dark web effectively. 

 

3 Methodology 

The research goal is to develop a software agent for accessing drug information in dark web environment. 

In achieving the objectives, the following steps that are used in most of software agents’ life cycle are 

therefore adopted:  

  

a. Requirements Analysis 

In this phase, we collected the information about Tor browser and others methods that concern by 

accessing to dark web. In addition, we analyzed the famous markets that are used for drugs trading and we 

have determined the permissions that are permitted for any member in the trading markets. Based on the 

mentioned information we built ten plans for getting the information about marijuana where each plan 

concerns by one market from the registration to the access to specific marijuana information. 
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b. System Design 

In this phase, all the ten plans that have analyzed in the previous phase have been converted into flow 

chart diagrams using Unified Modelling Language (UML) class diagram. Those classes explain the steps 

of each plan from the beginning to the end. From using the link until getting the information of each drug 

in each market. Moreover, we normalized the ten plans into one general algorithm to ease the 

programming process as flow chart diagram. 

 

c. System Development 

In this phase, we will write the code according to the pervious algorithms and design the required 

interfaces. Then, implementing the system and evaluating the outcomes whether they achieve the goal of 

the system or not by testing the system many times. 

 

d. System Evaluation 

In this phase we will evaluate the agent system in term of correctness and accuracy and others non-

functional requirements whether the system achieve the non-functional requirements or not. 

 

e. System Documentation 

In this phase, we will concern by document the pervious phase’s work that will be used in future 

developments or for maintenance purposes. In addition, building user guides that help the users for using 

the system. 

4 Results and Discussion 

4.1 The Steps in Accessing Dark Web 

From our experience in accessing the dark web, we have identified how to access the dark web and 

provide the UML diagram based on the plan implemented.  The UML diagram become a reference on 

how to develop software agent in dark web environment. 

4.1.1 Plan 1:  Accessing Dream Market 

i. Download the TOR browser form the URL,  https://www.torproject.org/download/download.html.en  

ii. Run the Tor browser 

iii. Enter the following link in Tor browser http://lchudifyeqm4ldjj.onion/  

iv. Register as a user to browse the website 

v. After that will register in dream in below screen. 
 

 

 
 

Figure 3: Registration page in Dream Market 

https://www.torproject.org/download/download.html.en
http://lchudifyeqm4ldjj.onion/
http://lchudifyeqm4ldjj.onion/
http://lchudifyeqm4ldjj.onion/
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vi. The below screen will appear after registration.  Click on drug category to get the list of the drug 

 

 
 

Figure 4:  Dream Market Interface 

 

vii. After that, click on cannabis to get the selection of cannabis on the market.  The list of cannabis on the market 

listed as in Figure 5. 

 

 
 

Figure 5: List of Cannabis 

viii. Click the order button to view the price of the item.  Figure 6 show the cannabis information. 
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Figure 6: Cannabis Information 

 

4.1.2 Plan 2: Accessing Grams Market 

i. Enter the following link in Tor browser, http://grams7enufi7jmdl.onion.link/  

ii. The following screen will appear. 

 

 
 

Figure 7: Grams market interface. 

 

 

 

 

 

http://grams7enufi7jmdl.onion.link/
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iii. After enter cannabis to get the list of cannabis.  The following screen will appear as Figure 8. 

 

 

 
 

Figure 8: List of Cannabis in Grams market. 

 

 

iv. Register as a user to buy the drug.  Click on register for registration.   Complete the required information. The 

screen as in Figure 9. 

 

 
 

 

Figure 9: Grams Market Registration 
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v. The following information can be obtain when click on the list of cannabis.  

 

 
 

 

Figure 10: Example of Cannabis in Grams market. 

 

 

4.1.3 Plan 3: Accessing Hansa Market 

i. Use  the following link in Tor browser,  http://hansamkt2rr6nfg3.onion/category  

ii. The following screen will appear. 

 

 
 

Figure 11:  Hansa Market Interface 

http://hansamkt2rr6nfg3.onion/category
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iii. After select drug from the listing to display list of drug, the below screen will appear.  

 

 
 

Figure 12: List of Drugs in Hansa market. 

 

 

iv. After select cannabis from the list, different type of cannabis will display as below screen.  

 

 
 

Figure 13: Example of Cannabis in Hansa market 
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4.1.4 Plan 4: Accessing Torlink Market 

i. We used the following link in Tor browser,  http://torlinkbgs6aabns.onion/  

ii. The following screen will appear. 

 

 
 

Figure 14: Interface for TorLink market 

 

iii. After Select drug from tab button to display list of drug, list of drug’s seller are listed. 

iv. Click on CannabisUK to list cannabis from UK’s seller.  

 

 
 

Figure 15: List of Drugs in TorLink Market. 

http://torlinkbgs6aabns.onion/
http://torlinkbgs6aabns.onion/
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v. Different type of cannabis from UK will be listed as below screen. 

 

 
 

Figure 16: Example of Cannabis in TorLink market. 

 

4.2 UML Diagram based on Number of Plans 

In our research we have identify 4 plans for accessing drugs market in dark web. Each plan 

access to one market.  We have used class diagram to explain each plan from the beginning to the 

end. The relationship between the components through the plan as in Figure 17, 18, 19 and 20. 
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Figure 17: Class Diagram for Hansa and Grams Market. 
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Figure 18: Class Diagram for TorLink, Door Green and Sacramento Market. 
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Figure 19: Class Diagram for Magnolia, Magazine and Dedope German Market. 
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Figure 20: Class Diagram for SpeedWeed Market. 

 

 

 

 

 

 



433 

 

4.3 Normalised UML Diagram 

In order to provide general plan in accessing the dark web, we have normalized the previous 4 

plans to new class diagram. In this task we converted the previous plans to group of class that can 

be used in building the agent.  The normalize class diagram plan is as Figure 21. 
 

 
 

Figure 21: Normalize Class diagram. 
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4.4 Justification of the normalized UML 

Based on the previous plan, there are some redundancy on the way to access the drug markets in 

the dark web.  There are also many different ways to access the web either by using the direct 

link or by search using the keyword.  To this matter we have normalized our UML diagram by 

transformed the previous plans to particle class that can be used in building the agent. 

 

We have identified, group of classes that are redundant in the previous class diagram. The 

unnecessary class have remove from our diagram to elude redundancy class. Therefore, the agent 

task is easier to be develop and more efficient.  Based on our findings, the class can be group into 

several group which are registration to the market, login, search the drugs, view list of drugs and 

view the drugs information. To this extend, we actually facilitate the process of developing agent.  

By grouping the class to its functionality will make the process easier by developing an agent part 

by part.    

 

 

5 Conclusion and Future Work 

5.1 Overview of the Study 

This goal of this study is to view the information on the marijuana or cannabis in dark web.   In 

attaining the objectives, the steps that are used in most of software agents’ life cycle are therefore 

adopted.  As an outcome of the methodology, we have produced a UML diagram to visualise the 

4 plans that have been used.  Later, the UML diagram have been normalise to reduce redundancy 

of the task.   Therefore the normalised UML  diagram can be used as a method to create 

algorithm of an agent to achieve the goals to view the information of drugs from dark web. 

5.2 Limitation 

This study only focusing in developing agent in dark web environment.   The task is identified 

based on 4 plans that have been selected. 

5.3 Future Work 

Future research should focus on extending the agent’s functionality to support a broader range of 

tasks beyond retrieving marijuana-related information. For example, agents could be developed 

to identify other illegal goods such as counterfeit products, or stolen data. It is also recommended 

to adapt the framework for use in alternative environment which may have different structures 

and technical requirements compared to TOR. 

Integrating advanced technique such as machine learning can further enhance the agent’s ability 

to analyze unstructured content and detect emerging trends. Additionally, future efforts should 

address the ethical and security challenges of accessing dark web environments.  
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5.4 Conclusion 

We have developed 4 plans to view information of marijuana or cannabis in dark web. TOR 

network has been identified as one method to access dark web.  The normalized UML has been 

developed to reduce redundancy of the class during the plan.  The characteristics of an agent have 

been identified in this study.  By way of using the normalized UML diagram hopefully it can 

facilitate us in developing the agents to accomplish the goal to view information of marijuana or 

cannabis in dark web. 
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