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Abstract:

Software agents have been increasingly utilized across various domains in information
technology, including electronic commerce, information retrieval, and autonomous decision-
making. In parallel, the dark web has become a prominent platform for illicit drug trading,
particularly marijuana. While previous studies have focused on tracking users accessing the dark
web, few have proposed structured methods for extracting drug-related information. Moreover,
existing approaches are often time-consuming and complex, making them impractical for
educational or analytical use. This research aims to model and develop a software agent capable
of autonomously accessing and retrieving marijuana-related information from dark web
marketplaces. The methodology follows a typical software agent development life cycle,
encompassing requirement analysis, system design, development, evaluation, and documentation.
Four specific plans were created to represent different dark web markets, each modeled using
UML class diagrams. These diagrams were then normalized into a unified model to eliminate
redundancy and streamline agent development. The results include a generalized UML class
diagram that consolidates common functionalities such as user registration, login, drug search,
and data retrieval across various markets. This normalized model facilitates more efficient and
modular development of software agents in dark web environments. The main contribution of
this study lies in its systematic modeling approach, offering a reusable framework for agent-
based access to illicit online content for research and educational purposes. Future work will
focus on extending this framework to support other domains and tasks within the dark web.
Keywords: Agent-Based System, Dark Web, Drug Information Retrieval, Software Agent, UML Modeling.
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1 Introduction

Software agents have been used in many areas of Information Technology (IT). They are being used for
applications as diverse as personalized information management, electronic commerce, interface design,
computer games, and management of complex commercial and industrial processes. The agents work to
achieve the goals that is assign by the user. Drug dealing is illegal in most of the country and mostly can
be trade in in dark market. For online transaction, the drugs mostly sold in the dark web.

Most of current software agents have concerned with tracking the users who try to access into dark web
for ethical reasons. However, those agents have not presented a clear method or approach for searching in
dark web. In addition, the traditional methods and approaches that have been used for getting the
information from the dark web are not useful because a lot of steps that should be followed to access into
dark web. Those steps require more time and hard procedures. Therefore, software agent characterized by
means of saving the search time and easy procedures for searching by normal users. This research aims to
design and implement a software agent capable of accessing and retrieving information on marijuana from
the dark web. To achieve this, it focuses on developing search plans, modeling the system using UML
diagrams, converting these plans into algorithms, and building an autonomous agent to navigate and
extract data from dark web drug marketplaces.

2 Literature Review
Before we try to define what, a Software Agent is, let us first try to understand the meaning and

characteristics of an agent. We are all, in one sense or another, familiar with the concept of an agent.
Probably most of us have dealt with travel agents and we know the role undertaken by them. The main
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representative role of a travel agent, for example, is that it acts on behalf of others. This characteristic can
be considered as the first fundamental property of agency. A travel agent acts on behalf of a traveler in a
variable degree of autonomy. In other words, when a travel agent calls an airline to reserve a seat, they do
so autonomously; that is, they do not tell the airline to whom do they need a seat, they just say we need a
seat. This is the second characteristic of agency — autonomy. A third characteristic of an agent is the
degree of proactivity and reactivity in their behavior. For example, once an agent receives the details of its
tasks, it tries proactively to attain the goals defined by the assigned tasks. And it reacts to the changes in
the available data by modifying its plan. Agents may also exhibit other attributes, including: learning, co-
operation, and mobility (Green et al., 1997; Jennings, 2001).

2.1 What is an Agent?
Based on the above discussion, an agent can be defined, along with its characteristics as follow:

e acts on behalf of others in an autonomous fashion
e performs its actions in some level of proactivity and reactivity
e Exhibits some levels of the key attributes of learning, co-operation, and mobility.”

This definition, which is based on the definition given in Green et al. (1997), is equally true for software
agents. In Nwana (1996); Wooldridge and Jennings (1995), both sources define an agent as fundamentally
an autonomous, goal-driven software entity that can perceive and act within an environment. What
differentiates an intelligent agent is the addition of flexibility, social ability, and proactive behavior in
pursuing complex goals. However, what exactly is a software agent and how does it differ from a software
object? You may think of a software agent as one (or more) software object(s) that conforms to the above
characteristics of agents and can be described as inhabiting computers and networks, assisting users with
computer-based tasks. It is the responsibility of the programmer, however, to determine what an agent can
do, as well as the information required from the user or software for an agent to perform its actions in a
reactive manner. The behavior of the agent may be defined by other software, which you can envision as a
sort of super-agent that forks (or clones) new agents when there is a task that demands additional interest

(help).

Software agents are likely the fastest growing area of Information Technology (IT). They are being used,
and promoted, for applications as divergent as personal information management, electronic commerce,
interface design, computer games, and management of complex commercial and industrial processes. In
spite of this proliferation, there remain, as yet, no commonly agreed upon definitions of exactly what an
agent is. Wooldridge (2001) defines it as: “An agent is an entity which is placed in an environment and
perceives various parameters which are evaluated to make a decision established by the agent’s goal”. Ye
et al. (2016) takes agents to be: “An agent is a computer system that is capable of independent action on
behalf of its user or owner. An agent is able to determine for itself what it needs to do in order to satisfy its
design objectives, rather than being explicitly told what to do at any given moment. A multiagent system
is composed of a number of agents, which interacts with each other, typically by exchanging messages
using some computer network infrastructure”. Dorri et al. (2018) defines an agent as: “An agent is an
encapsulated computational system that is situated in an environment and this is capable of flexible
autonomous action in that environment in order to meet its design objectives. While Park et al. (2023)
defines the agent as “Generative agents — Computational software agents that generate behavior looking
very much like natural human behavior.

There are “predictive” agents, which volunteer information or services to a user, without being explicitly
asked, whenever it is deemed appropriate (e.g., an agent may monitor newsgroups on the INTERNET and
return discussions that it believes to be of interest to the user or a holiday agent may inform its user that a
travel firm is offering large discounts on holidays to South Africa knowing that the user is interested in
safaris). Common to all these classes are the following key hallmarks of agent hood (Huang et al., 2024;
Russell & Norvig, 2010; Wooldridge & Jennings, 1995; Zhou et al., 2023):

417



e Autonomy — refers to the ability of agents to operate without human control. Wooldridge and Jennings
(1995) introduce autonomy to refer to the capacity of an agent to control its own system internal state
and behavior to achieve prescribed goals. This ability is necessary for the creation of language-based
agents, especially those based on large language models, where planning enables agents to act in
changing environments without supervision.

e Social competency refers to the ability of an agent to communicate well with some other agents or
human users. In multi-agent system, this involves negotiations, cooperation, and complying to
communication protocols.

e The responsiveness of the agent implies its capability to perceive and react to changes in its
operational field. At the level of LLM-based agents, responsiveness encompasses integrating (in real
time) user feedback, environmental dynamics, and task-related restrictions, and making sure that the
agent's actions are contextually relevant and current.

e Activeness, where the agent generates and purposefully act upon their own goals, rather than merely
reacting to the environment. Recent studies show that these language agents demonstrate multi-step
plan-driven behavior consistent with proactive intelligence.

When taken together, these attributes mark software agents as a fundamentally new paradigm — markedly
different from related IT disciplines such as object-oriented systems, artificial intelligence, and distributed
computing. There are two key distinguishing characteristics. Firstly, relatively high-level tasks can be
delegated to agents who will autonomously carry them out. Secondly, agents are situated in an
environment which can dynamically affect their problem-solving behavior and strategy. When a new task
is delegated, the agent has to determine precisely what the objective is, evaluate how this objective can be
reached in an effective manner, and perform the necessary actions. Whilst this is going on, the agent must
keep track of what is happening in its environment to ensure that the objective is still appropriate, that the
plan of action is still valid, and that no new, and more important, opportunities have arisen. As well as
these internal processes, software agents often need to interact with other entities (either humans or
software agents) in order to accomplish their objectives. Such interchanges may range from simple
requests (e.g., tell me how much a particular flight to Paris costs) to complex negotiations (e.g. arguing
over which date to arrange a meeting).

2.2 Classification of Software Agents

Previous papers on software agents are also reviewed, and three of its fundamental attributes among
others are discussed for categorization: autonomy, learning, and cooperation. These properties are the
foundations for the types of agents in classical and modern systems. The basic model of an agent, as
introduced by Wooldridge and Jennings (1995), focuses on autonomy as the capability of the agent to act
on its own by keeping track of internal states and working towards user assigned objectives, while Russell
and Norvig (2010) dive deeper into the idea that agents need to be responsive and act rationally in ever-
changing environments. With the emergence of language-based agents, recent studies by Huang et al.
(2024) and frameworks introduced by Zhou et al. (2023) highlight how these modern agents utilize large
language models (LLMs) to plan and carry out tasks proactively, emphasizing the importance of
autonomy and goal-oriented behavior.

Cooperation has also been a key area of focus in the development of multi-agent systems. Wooldridge and
Jennings (1995) argue that agents need social skills to interact effectively with one another, a challenge
that grows more complex in distributed settings. Moreover, Nwana (1996) offers a comprehensive look at
agent systems, underscoring the significance of cooperation in diverse agent environments.

Lastly, learning is seen as a defining trait of intelligent behavior in agents. These smart agents not only
react to external stimuli but also evolve and refine their actions over time. These three characteristics of
agents are used to derive some types of agents to include in our classification as shown in Figure 1.
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Figure 1: A partial view of agent classification

2.3 Why Software Agents?

The merits of anchoring software development in the paradigm of agents have been progressively
acknowledged throughout the years. Initial seminal contributions accentuated how agent-centric
methodologies provide modularity, adaptability, and an intuitive framework for modeling intricate,
distributed systems. Contemporary investigations reaffirm these advantages, particularly in the context of
advancements in artificial intelligence and software engineering.

Current research has delved into the function of agents within dynamic, intelligent, and decentralized
contexts. For instance, recent investigations have illustrated how large language models (LLMs) can be
integrated into multi-agent systems to enhance collaboration and problem-solving capabilities in software
development (Qian et al., 2024). Additional surveys elucidate the transition towards LLM-driven agents
for functions such as code generation, debugging, and system adaptation (Jin et al., 2024).

Such systems are frequently conceptualized as aggregates of interacting autonomous agents, each
possessing distinct competencies and objectives. This abstraction empowers developers to envision
software systems as collectives of cooperative problem solvers, which aligns effectively with real-world
applications such as adaptive interfaces, autonomous control systems, and intelligent environments
(Majdoub et al., 2025; Wrona et al., 2023).

2.4 Dark web

Recently many of us believe that by using a Google search we can get most of the information available
on the Internet on a given subject. Nevertheless, there is an entire online world an immense one beyond
the reach of Google or any other search engine. Policymakers should take a cue from prosecutors, who
just convicted one of its masterminds, and start giving it some attention.

The measure of the Internet’s underworld is massive. The public information on the Deep Web is
presently 400 to 550 times larger than the commonly-defined World Wide Web. Deep Web holds nearly
550 billion individual documents compared to about one billion on the normal Web, and more than
200,000 Deep Websites currently exist. And the Dark Web is where the dark side of the Internet
flourishes. Whereas there are sufficiently of law abiding citizens and well-intentioned individuals such as
journalists and journalists, who conduct their online activities below the surface, the part of the Dark Web
known as the Deep Web has become a conduit for illegitimate and often dangerous activities (Bergman,
2001).

419



2.5 Discussion of the literature

Morato et al. (2025) examined the extent to which search engines operating on the dark web implement
web positioning strategies, focusing on information retrieval and ranking algorithms. The analysis
revealed that dark web search engines apply search strategies and web positioning, aiming to improve
retrieval and user experience. Despite these efforts, the strategies were found to be ineffective, retrieving a
small number of documents of dubious relevance, highlighting the need for alternative approaches to
achieve more relevant, up-to-date, and secure results.

In 2024, a curated selection of premier Open-Source Intelligence (OSINT) tools was presented to aid in
combating dark web crime. These tools assist investigators by unmasking perpetrators, extracting
actionable insights, and mitigating the perils inherent to the darknet (OSINT Team, 2024). While potent as
standalone assets, their efficacy is maximized when integrated into existing investigative frameworks,
indicating a potential limitation when used in isolation.

DarkBERT is a language model pretrained on dark web data, designed to address the lexical and structural
diversity of the dark web (Jin et al., 2023). DarkBERT outperforms existing language models in various
use cases, providing valuable insights for researchers analyzing dark web content. The model’s
effectiveness is contingent on the quality and representativeness of the training data, which may not
encompass the full spectrum of dark web content.

Zhang et al. (2022) introduced a framework utilizing Generative Adversarial Networks (GANSs) to
overcome text-based CAPTCHA challenges on the dark web, facilitating data collection. The framework
achieved a high success rate in breaking dark web CAPTCHA, enhancing automated data collection
capabilities. The method may raise ethical concerns and could be circumvented by evolving CAPTCHA
designs, necessitating continuous adaptation.

Hayes et al. (2018) provided an analytical framework for automating dark web scraping and analysis using
free tools, validated through a case study. The framework enables efficient retrieval of vendor and
marketplace listing data, supporting investigations into dark web activities. Reliance on specific tools like
AppleScript may limit scalability and adaptability to diverse dark web environments.

While existing studies have explored various aspects of dark web data retrieval, classification, and
analysis, there remains a significant gap in developing a comprehensive software agent system specifically
designed to autonomously access and search for drug-related information, such as marijuana, on the dark
web. Current methods often lack integration of search planning, system modeling, algorithm development,
and autonomous navigation tailored to the unique challenges of dark web drug marketplaces. This
research aims to bridge this gap by designing and implementing a software agent that encompasses these
components, thereby enhancing the capability to access and retrieve pertinent drug information from the
dark web effectively.

3 Methodology

The research goal is to develop a software agent for accessing drug information in dark web environment.
In achieving the objectives, the following steps that are used in most of software agents’ life cycle are
therefore adopted:

a. Requirements Analysis

In this phase, we collected the information about Tor browser and others methods that concern by
accessing to dark web. In addition, we analyzed the famous markets that are used for drugs trading and we
have determined the permissions that are permitted for any member in the trading markets. Based on the
mentioned information we built ten plans for getting the information about marijuana where each plan
concerns by one market from the registration to the access to specific marijuana information.
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b. System Design

In this phase, all the ten plans that have analyzed in the previous phase have been converted into flow
chart diagrams using Unified Modelling Language (UML) class diagram. Those classes explain the steps
of each plan from the beginning to the end. From using the link until getting the information of each drug
in each market. Moreover, we normalized the ten plans into one general algorithm to ease the
programming process as flow chart diagram.

c. System Development

In this phase, we will write the code according to the pervious algorithms and design the required
interfaces. Then, implementing the system and evaluating the outcomes whether they achieve the goal of
the system or not by testing the system many times.

d. System Evaluation

In this phase we will evaluate the agent system in term of correctness and accuracy and others non-
functional requirements whether the system achieve the non-functional requirements or not.

e. System Documentation

In this phase, we will concern by document the pervious phase’s work that will be used in future
developments or for maintenance purposes. In addition, building user guides that help the users for using
the system.

4 Results and Discussion

4.1 The Steps in Accessing Dark Web

From our experience in accessing the dark web, we have identified how to access the dark web and
provide the UML diagram based on the plan implemented. The UML diagram become a reference on
how to develop software agent in dark web environment.

4.1.1 Plan 1: Accessing Dream Market

Download the TOR browser form the URL, https://www.torproject.org/download/download.html.en
Run the Tor browser

Enter the following link in Tor browser http://Ichudifyegma4ldjj.onion/

Register as a user to browse the website

After that will register in dream in below screen.

Dreamnm Market Login  2FA Login
te rascti Oy e v Shh)) orvicon

Established 2013

Ichudifyegma4aidjj.onion
jd6yhuwcivehvdtd.onion
t3e6ly3uocifazcw2.onion Retype passwor o

7ep7acrkunzdcw3l.onion
Withdraw FPIN

SN

Captcha code (?)

| aready have an account
v

Figure 3: Registration page in Dream Market
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https://www.torproject.org/download/download.html.en
http://lchudifyeqm4ldjj.onion/
http://lchudifyeqm4ldjj.onion/
http://lchudifyeqm4ldjj.onion/

Vi. The below screen will appear after registration. Click on drug category to get the list of the drug

— e R
B : * | D orambtr X|[D gy Coresis TR D wcome < R o
St @~ € & chuddyegmiidgonion clla =
Dream Market Shop Messages:0 Account B0O.O0O group3 n
Ichudifyeqm 4idjj.onion
Established 2013 \2, LOQOLN
Browse by category Welcome Links
Digtal Goods 907 Forum
Drugs 764 Help
Drugs Paraphemalia News Vendor application
419 Eam money
St 516 i 3
g Withdraw requires PIN 8 Exchange
Withdrawals now require the withdraw PIN unless you have configured a secunty $4130
Onion mirrors The PINis only once at the welcome page after you €3724

have created the Dream Market account £ 535057
Ichudityeamaldy onion 1 -
joByhuwcivetve4 onion News
e8ly3uoitazow2 onion New onion url —
7 21
Tep7scrmunzdcw3l onion Eam money by finding
bugs

Dream Market has moved to a new union url (hitp/ichudifyeqgmdlidj onion) as a
procedure of regularly onion rotation L
Forum Relaunched

Security advice Imite friends and eam
money

Please check the url in the browser to start with http-/ichudifyeqmdidg onion/. If the

address is different you should logout and login again with the correct url. in case Have a Black Market

of a phishing attempt please also change your password and contact the support Reloaded account?

team

In case you expenenced something strange during the login procedure please Dream Market Beta

change your password. went online

A general good security advice IS to use the PGP login if you have
vahd PGP key to your account. Change your password regularly. Use a secunlv Hint: Javascript
password/withdraw password enabled

roceed to market

Forum Support Help Copynght © 2013 by SpeedSteppers

Figure 4: Dream Market Interface

vii.  After that, click on cannabis to get the selection of cannabis on the market. The list of cannabis on the market
listed as in Figure 5.

S @~ € @ ichuddyeqmiidjionion Tcategerny 121 & || Q searcn =
18 19 20 _ 140 141 142 143 144 145 146 147 148 149 150 () -

Digital Goods
Drugs 1€ Jack Herer from Sensi Seeds Cinderelia 89 10 heirloom seeds JW
Drugs Paraphemaiia

B80.303 B80.1212
BlueWairior (405) (4.6 ) organix (147) (4.9 w)
Services N Ame: - ww uUs .us.ww
8 Exchange =  Oraer |
=
i 1 OZ Premium BC Bud Pineapple Chunk UK Indoor Organic 4 grams

£28738 B0.435 Bo.1389
T 27167 H PKhydro (30) (5.0 %) nammerhome 123 (74) (4.9 w)
PK ro ca .ca o8 .cm.eu

Onion mirrors
Ichuatyeamaias onion
JOB e rTiGis orion oo ] oo ]

7ep7acrkunzocwat.onson

1G Black Afghan Hash GOLD Stamp *NEW" (10g) Pandora / Escrow / FREE SHIPPING
80.02416 3839
MissMony1 (141) (4.9 %) HighGradetycroweed (700)
Eu .EU (@9%)
oE -EU
Limited - 1g Euphoria - FREE SHIPPING Haze 3g
B0.0483 - B0.1047
Snroomson (185) (4.9 %) BIGABORMaNnSO (271) (4.9 %)
oE . oE -
ARJUN GREENHOUSE HAZE 6G £60 BARGAIN
Dab Pen Kit 3.5g Gram Wax Avees
B0.39 B80.208
G-Easy (13) (5.0 %) sankuk ©)
us .us c8 . Eu,vw
] ] -

Figure 5: List of Cannabis
. Click the order button to view the price of the item. Figure 6 show the cannabis information.

\Y
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Pineapple Chunk UK Indoor Organic 4 grams

B0.1389
£40

Vendor

hammerhome123 (74) (4 9w ) (2 0/0/0)
Ships to United Kingdom, Europe
Ships from uK

Escrow Yes

View offer

Figure 6: Cannabis Information

4.1.2 Plan 2: Accessing Grams Market

i. Enter the following link in Tor browser, http://grams7enufi7jmdl.onion.link/
ii.  The following screen will appear.

St @ T @ gomTenuliTmd omondink C || Q search i

& Tor Browser can . size, which can be used to track you. We recommend that you leave Tor Browser windows in their originel default size. ok ] x
Hel'™™ . ogn [

Grams

Search the darknet

T I -

agora

Figure 7: Grams market interface.
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http://grams7enufi7jmdl.onion.link/

iii. After enter cannabis to get the list of cannabis. The following screen will appear as Figure 8.

% | B Cannabis - Grams

i Maximizing Tor Browser can allow websites to determine your monitor size, which can be used to track you. We recommend that you leave Tor Browser windews in their original default size.

Grams Earnace B T E e

Set currency

Al MARKET Bl AC BTC  USD  EUF GBP
UAL MARKET PLACE

£ Market Chart
v Market Status
A's Market Alerts
No Wamings
et e S S Soratrons L e Also by Grams
UM ey Bre 80 Very éhiachue 8 f Helix
Vendor Price 80 23211317 Location Austala
\CLUDED el

’ Flow
o InfoDesk

Location Austraia

Figure 8: List of Cannabis in Grams market.

iv. Register as a user to buy the drug. Click on register for registration. Complete the required information. The
screen as in Figure 9.

S @ € & hlaemndlydoonenlink egster @) | Q Search

valhallaxmn3fydu.onion

Suomeksi Register Log in

Valhalla — Resilient as hell.
The site is invite-only! Try to find an invite

from the forum: avengerfxkkmt2aé. onion
Established already in October 2013 as Silkkitie, we are one of the longest
running darknet markets ever. To celebrale our two full years of refiable
operation, we rebranded us globally as Valnalla in 2015 Buyer E

We support true multisig payments and make them dead simple to use

group3

This keeps everyone honest and your Bilcoins rémain safe
.

Our codebase has been vetted by the most famous (and expensive) security

EApers. We run a generous Mg bounty program for finding Néw iSSUes.
LLILELY

Security s the top priority: PGP messaging ts forced by default and accounts R

can be secured with two-factor auhentication What day comes after Saturaay?
sunday

Established vendars from ofher markets get the usual 1 BTC vendor bond

‘waived and their review score impored. -

N ! impo Register

Figure 9: Grams Market Registration
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V. The following information can be obtain when click on the list of cannabis.

S @- € @ vahaamnifyduonionlink/products/S705 C || Q Search

valhallaxmn3fydu.onion Suomeksi  Register  Login

You can browse products and vendors without logging in. For making purchases you'li need to register an
account

NORTHERN LIGHT FEMINIZED x 3 seeds

20.5 EUR (0.055243 BTC)

more than 25 pcs in stock
Kosterbier (376 /-1)
Italy — Worldwide (except Croatia, Cambodia, South Africa)

Northern Light belongs to the oid school genetics and is highly praised by growers all over the world

Northern Light is one of the backbones of the worid of cannabis genetics which can be found on the market today. The
genetics of Northern Light is part of numerous cannabis hybrids and most people, even non-smokers, have heard of
the name Northern Light when taiking about a cannabis strain

The Northern Light is 80% indica and 20& sativa and is a commercial monster. She stays small, she's powerful
produces a good yield and is covered with glistening trichomes. Northem Light grows easy and quick and offers the
smoker a sweet laste and a very potent high.

il

Similar products by other vendors:

seeds-bank (3)

Figure 10: Example of Cannabis in Grams market.

4.1.3 Plan 3: Accessing Hansa Market

Use the following link in Tor browser, http://hansamkt2rr6nfg3.onion/category
. The following screen will appear.

Home J AR Uistings
Orsgs All Listings
Lab Suppiies

Popuianty - This Month B ©so- |
Digitat Goods
Erotica
B Netflix Account (Premium + Lifetime) USD 0.99
Sewsliecy TheDigital (+7321-33] (ENESTENREE 0 m———
Semices NETFLIX o

TheDigital

+++++ Netflix Account(Premium + Lifetime) USD 0.99
NETFLIX -Best price on Hansa +++++ B 00024 —= ~
&) Spotify

Guides & Tutonals

Fraud Related

Electronics

Counterfeits

Security & Hosting

0000000060808

Miscellanecus

fy Premium Account (ifetime) usD 2.00
vgtal [+7321-33) ECHESSITITITEIY B 00048 -

Spotify Premium Account [LIFETIME + uUsSD 1.99
FREEBIES] B 00048
Hotamilk (+4711-25

= Buy Now

Spotify

i accounts with ASY to USD 11.99

Figure 11: Hansa Market Interface
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. After select drug from the listing to display list of drug, the below screen will appear.

© Drugs = HANSA Market

%

Home ~ Drugs

Drugs

Cannabis
Ecstasy
Sumulants
50g Amphetamin-Base/Paste ( R) & USD 133.81
Prescnption = P >
(S)-Speed B 03242

Medusa [+110] [EMSERI

Psychedelics

@9 Ships from G
Steroids
Tobacco USD 556000135
USD 22.30 B 00540
Opioids USD 44.04 B 0 1067
USD 10035 B 0 2432
Benzos

Weight Loss [Hansa Special] LSD, double-purified (99 9%) USD 32.17
10x1114g B0.0779
empathogene [+910] [ENEREERN

@9 Ships from Canada

Dissociatives b oivh o

Other
Also available:

Paraphemalia USD 3.78 8 0.0022

usD 17978
Lab Supplies

UsD 9052 0
Digital Goods USD 17029 8

USD 3216500 77
Erotica USD 75683 B 1 8229
100my’ USD 242985 D © 2eo4

Jewellery

Figure 12: List of Drugs in Hansa market.

iv. After select cannabis from the list, different type of cannabis will display as below screen.

hetp/ 2 & Cannabis : HANSA Market % 3 Rt e o )

St @~ € @ hansamk2abnfgl.onion <o

Drugs 3358 Cannabis

Edibles
Weed
Deal of the Week! USD 1.50 %
@ = :
DEALL. Week R Garden |+ B 0.0036 e 1T
Concentrates (50 T @ Shs from B
Ecstasy 05
ShackZitla 25 with Free Shipping and USD 333.40
Tracking B 0.8079 e
Prescription 505 m zendym [+130] CETSEIEIEN
Psychedelics [272] - i
Steroids D ~ USD 77842 B 1 5355
USD 1,679.46 B 4 050
Tobacco (3] USD 6,577.66 B 15 93¢
Opioids o
= Amnesia Haze Rest Weed Trim Shake 5G - USD 27.88
Benzos [ 507 FREE SHIPPING B 0.0675 v -
Weight Loss (51 ’
Dissociatives [55)
usD 8018 8 0121
Other D usosereno
Pacaphematia 27 ) S0 13038 8 02977
Lab Supphes @ 3g Dablo Sample Pack Shatter Crumble USD 60.00
Digital Goods «<D Sugar Wax BO0.1454
Dablo [+5010

Figure 13: Example of Cannabis in Hansa market
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4.1.4 Plan 4: Accessing Torlink Market

. We used the following link in Tor browser, http://torlinkbgs6aabns.onion/
. The following screen will appear.

S &~ | € & EETTTEnT c

TorLinks | .onion Link List

0

Commercial Links

Non-Commercial Links
[<ervce- ] tacting L taee L o T orum Lt L oica L over | o i |

Tortinks is a moderated replacement for The Hidden Wiki, and serves as a link or url list of Tor hidden services.
Feel free to copy this deep web link list directory to your website to make others aware of the darknet.
We regulary update the tor onion sites on this site.

Finandal Services Commercial Links

EasyCoin | EasyCoin Bitcoin Wallet, now with free Bitcoin Mixer!

WeBuyBitcoins | Sell your Bitcoins for Cash (USD), ACH, WU/MG, LR, PayPal and more
HQER | High quality euro bills replicas / counterfeits

USD Counterfeits | High quality USD counterfeits

OnionWallet | Anonymous Bitcoin Wallet and Bitcoin Laundry

Services Commercial Links

TorShops | Create your own .onion store with full bitcoin integration
OnionHosting | Secure hosting for .onion and/or i2p

Onion Identity Services | Seling Passports and ID-Cards

Rent-A-Hacker | Hacking, DDOS, Social Engeneering, Espionage, Ruining people
USA Citizenship | Become a citizen of the USA, real USA passport

Hitman Network | Group of contract killers in the US/Canada and the EU

UK Passports | Original UK Passports

USfakelDs | High quality USA Fake Drivers Licenses

Drugs Commercial Links

EuCanna | ‘'First Class Cannabis Healthcare' - Medical Grade Cannabis Buds, Rick Simpson Od, Ointments and
Creams.
Peoples Drug Store | The Darkweb's Best Online Drug Supplier! Heroin, Cocaine, Ecstasy, Speed, Cannabis

Figure 14: Interface for TorLink market

iii. After Select drug from tab button to display list of drug, list of drug’s seller are listed.
iv. Click on CannabisUK to list cannabis from UK’s seller.

St @~ € @ torminkbgsbaabas.onion #drug € || Q search =

Hitman Network | Group of contract killers in the US/Canada and the EU -
UK Passports | Original UK Passports
USfakelDs | High quality USA Fake Drivers Licenses

Drugs Commercial Links
&
EuCanna | 'First Class Cannabis Healthcare' - Medical Grade Cannabis Buds, Rick Simpson Oil, Ointments and
Creams
Peoples Drug Store | The Darkweb's Best Online Drug Supphier! Heroin, Cocaine, Ecstasy, Speed, Cannabis
Prescriptions.

Smokeables | Finest Organic Cannabis shipped from the USA

DeDope | German Weed Shop - Weed and Hash from Germany

BitPharma | EU vendor for cocaine, speed, mdma, psychedelics and subscriptions
Brainmagic | Best psychedelics on the darknet

NLGrowers | Coffee Shop grade Cannabis from the netherlands

Physical Goods Commercial Links

Mobile Store | Factory unlocked iphones and other smartphones

UK Guns and Ammo | Seling Guns and Ammo from the UK for Bitcoins
Apples4Bitcoin | Cheap Apple Products for Bitcoin

EuroGuns | Your #1 european arms dealer

Digital Goods Commercial Links

Figure 15: List of Drugs in TorLink Market.
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V. Different type of cannabis from UK will be listed as below screen.

CannabisUK

160 GBP = 0.546 8

350 GBP = 1.194 8

650 GBP =2.218 8

Figure 16: Example of Cannabis in TorLink market.

4.2  UML Diagram based on Number of Plans

In our research we have identify 4 plans for accessing drugs market in dark web. Each plan
access to one market. We have used class diagram to explain each plan from the beginning to the
end. The relationship between the components through the plan as in Figure 17, 18, 19 and 20.
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+Setaddress) | T _[ WstofdrugMarkethnks | 1 Prro—
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1
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1
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+IsCpen(): boolean +IsOpen(): boolean
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Al |
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+Status: string +HUserld: string
+Is Click(}: baolean +HisFilling(): boclean
1 ‘ Password

Fill User Type

+UserType: string

Click Drug List

+Status: string

+IsClick(): boolean

Click Cannabis Button
“status: string
+1sChck(): boolean

Click Order Button
+status: string
+IsChck(): boolean

Selected Marijuana
+status: string
+IsSelected(): boolean

Insert Dream Path to DB

+connection status: string

-+sAdd(: boolean

\

End search
+Search number: number
+Display report()

Confirm Pasword
+Password: string
+IsCorrect(): boolean

login Button
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“+Islogin(): boolean

Drug List
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One Cannabis Selected

+Status

+IsSelected(): boolean
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+Search number: number
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+Price: string
+iew(
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[

search exit
+Search number: number
+Display report()

Figure 17: Class Diagram for Hansa and Grams Market.
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+SelectGroup()
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+5ite: string +Site: string
+1sOpen(): boolean +IsOpen(): boolean +IsOpen(): \boolem
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+Userld: string \l
I - green retype password
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nsert password |
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+IsFiling(): boolean O— Sacramento login
1 +Islogin(): boolean +status: string
+] H
confirm password \\ Islogin(): boolean
+HPassword: string \
0 - meuwe of medical Marijuana
— . +Mame Sacramento cannabis menue
| +IsSelected() +Name
Torknk login +IsSelected()
+5tatus: String
+Islogin(): boolean n e p—
\ +5Status select one of meue
+IsSelected(): boolean +Status
view list of cannabis e 0
Hiame \
+IsSelected(
areen marijuana view
\ +Price: string Sacramento cannabis view
Torlink one Cannabis selected rev— sPrice: i
+Status HView()
+IsSelected(): boolean \
insert green path to db
+connecton status: string insert Sacramento search to db
view cannabis details +1sAdd(): boolean +connection status: string
ice: string +IsAdd(): boolean
+view() ’
green search exit
+Search number: number Sacramento search exit
insert search path into db +Display report() :
+conmection status: string p—— 0
+Isadd: boolean

\

search complete
“+Search number: number
+Display report()

Figure 18: Class Diagram for TorLink, Door Green and Sacramento Market.
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/
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\
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1

Magnolia login
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|
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|

+View()
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\
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I
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1
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\
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|
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\
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+IsSelected()
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+5ite: string

+Is0Open(): boolean
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+Status

+IsSelected(): boolean

\

|
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+5Status: string
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|

Dedope userid
+Hzerld: string

+IsFilling(): boolean
j 1

Dedope password
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\
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L
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[
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+IsSelected(

\
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+Status
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Dedope selected cannabis view

<+Price: string
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+View()
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Magnolia search exit
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+Display report()

|
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Figure 19: Class Diagram for Magnolia, Magazine and Dedope German Market.
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Group-4
+Name
+SelectGroup()
1
1
Speed registertion Speed .
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1 +Is Click(): boolean y g
+150pen(): boolean ; b cviionmd
Speed login g Speed Repassword Speed password
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1
1 1
1
1 TorBrowser Close
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Figure 20: Class Diagram for SpeedWeed Market.




4.3  Normalised UML Diagram

In order to provide general plan in accessing the dark web, we have normalized the previous 4
plans to new class diagram. In this task we converted the previous plans to group of class that can

be used in building the agent. The normalize class diagram plan is as Figure 21.

Open TOR Browser
-Status
+sOpen()
[ Seach Market
Direct Connection Markethame
-Connection Status ~searchkeyword
+isConnect() He}fdﬁarketo
Use Spectﬁl 1P Address List of Market Select Market
-IP Address +MarketName URL
+setAddress() +selectMarket() +ConnectURL)
SelectedI Market
+Site: String
+isOpen(): Boolean
Market Infterface Market Login Market Registration
ﬁm@{m +Status: String +Status: string
+viewMarket() +isClick(): Boolean +isClick(: boolean
I | T l
Search Drugs Market Loginuseub\ Market UserID
+seachKeyword -UserID: String -UserID
+sSearch() +isLogin(): Boolean +sFillingQ: bool]ean
Select Mlam.uana Market Logl'nPassword Market Password
+Name #Password: string -Password: string
+isSelect() +sLogin() *“Sﬁ'ngol
Marijualna Info Market RePassword
+Name -rePassword: string
hespton +isFiling(: boolean
+Bitcoin
+seller
+isViewDrugs()
Insert Search Path to DB Market Exit Close TORBrowser
+ConnectionStatus: string +searchNumber +status: string
+dsAdd(): boolean +DisplayReport() +sClose()

Figure 21: Normalize Class diagram.
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4.4 Justification of the normalized UML

Based on the previous plan, there are some redundancy on the way to access the drug markets in
the dark web. There are also many different ways to access the web either by using the direct
link or by search using the keyword. To this matter we have normalized our UML diagram by
transformed the previous plans to particle class that can be used in building the agent.

We have identified, group of classes that are redundant in the previous class diagram. The
unnecessary class have remove from our diagram to elude redundancy class. Therefore, the agent
task is easier to be develop and more efficient. Based on our findings, the class can be group into
several group which are registration to the market, login, search the drugs, view list of drugs and
view the drugs information. To this extend, we actually facilitate the process of developing agent.
By grouping the class to its functionality will make the process easier by developing an agent part
by part.

5 Conclusion and Future Work
5.1  Overview of the Study

This goal of this study is to view the information on the marijuana or cannabis in dark web. In
attaining the objectives, the steps that are used in most of software agents’ life cycle are therefore
adopted. As an outcome of the methodology, we have produced a UML diagram to visualise the
4 plans that have been used. Later, the UML diagram have been normalise to reduce redundancy
of the task.  Therefore the normalised UML diagram can be used as a method to create
algorithm of an agent to achieve the goals to view the information of drugs from dark web.

5.2 Limitation

This study only focusing in developing agent in dark web environment. The task is identified
based on 4 plans that have been selected.

5.3 Future Work

Future research should focus on extending the agent’s functionality to support a broader range of
tasks beyond retrieving marijuana-related information. For example, agents could be developed
to identify other illegal goods such as counterfeit products, or stolen data. It is also recommended
to adapt the framework for use in alternative environment which may have different structures
and technical requirements compared to TOR.

Integrating advanced technique such as machine learning can further enhance the agent’s ability
to analyze unstructured content and detect emerging trends. Additionally, future efforts should
address the ethical and security challenges of accessing dark web environments.
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5.4 Conclusion

We have developed 4 plans to view information of marijuana or cannabis in dark web. TOR
network has been identified as one method to access dark web. The normalized UML has been
developed to reduce redundancy of the class during the plan. The characteristics of an agent have
been identified in this study. By way of using the normalized UML diagram hopefully it can
facilitate us in developing the agents to accomplish the goal to view information of marijuana or
cannabis in dark web.
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