Tl s Loy o sall 3y s el Ll
Bani Waleed University Journal of Humanities and
Applied Sciences
Ll — g b daala (8 auad
Website:https://jhas-bwu.com/index.php/bwijhas/index

ISSN 3005-3900 (442 -423 ) cladall 2026 — owdd) dmll = Jde galad) Alaal)

The Impact of Cybersecurity and Artificial Intelligence on Reshaping Political
Development and Sovereignty:
A Foresight Study in International and Regional Relations

Khaled Omran Abdel Salam Al-Quraitli *

PhD Researcher at the School of Regional and International Strategic Studies, Libyan Academy, Tripoli, Libya
algritlt@gmail.com

Balacal) g Apaibpaad) dpaiil) JuSE5 Ble) B oUbauaY) plSM g Al psd) cpa¥)
LpanlBy) g 4t gal) clBSMat) (b A piiia) A )2

* L il 2Nl e ) jes AA
Ll ¢ Gl k¢ Al €Y1 Al sl 5 A8y Amsi) i) bl ol G e ol 830 Caaly

Received: 14-06-2026 Accepted: 26-07-2026 | Published: 04-08-2026

Copyright: © 2026 by the authors. This article is an open-access
@ article distributed under the terms and conditions of the Creative
Commons Attribution (CC BY) license

(https://creativecommons.org/licenses/by/4.0/).

:padlall

O b Aliae Lipaal) A o) SN Ol pniall HAY bl Cal i) g i) ) A all s2a Caags
Aida gl Baluad) aalia 5 ol dpaiil) e sie T 30ke) o e lilaa) oA cilinlad o ) )
Uiy ) 58l g o oasil jiay) Jalall el ol 1) Al jall ait s g daadddY) 5 3l sall cl@dall b 4
Clasinsd ce Lpulial) 4 0l LY jae e danlill s sqiall 5 cdaradill 5 sadl) dadlaal il 5y jlised
Aagdl Claagill s dlilaiall e el peall g ualal)l Jaall (s

3" S elilia¥) LS A4S ga g il paad) sabpall™ &) 0¥ oa) SiuY) Jaaldll ) Al all e
2B 55 (S liiall 5 Ay sed) e i) A DISH il SV ae Jo il "Aiantine 4y saii Al 5 ¢ oani] yiud
Jiay gl 3 sl (a1 5 ¢ oo lidana¥) oSO A jlama 8 (5 st () A all da il i) <l sl
by el )Y 5 Apalpnad) el e Jalaal) 5 ALl Aila gl 5 580 84 5 52358 )
WO ol il S g ¢ s 2y il il A8l () Aaalil e il el Y1 e JUY)

Aralay) g 3 sall clidall ¢ elidaall &A1 ¢ S juad) ed) ¢ Asaland) daaitl) sAdfal) clalst)
Abstract
This study aims to assess and provide an analytical forecast of the impact of modern
technological variables, specifically cybersecurity and artificial intelligence applications, on
reshaping the foundations of political development and the concepts of national sovereignty
within the framework of international and regional relations. The study employs strategic
analysis tools and a scenario-building approach to address the planning and conceptual gaps
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resulting from the inability of traditional theoretical frameworks to encompass fifth-
generation warfare, asymmetric conflicts, and hybrid threats.

The study seeks to establish a strategic foundation for including "cyber sovereignty and Al
governance" as a "strategic determinant and an emerging developmental crisis” that interacts
with classic crises (legitimacy, identity, and participation). The study's strategic assessments
anticipate that superiority in Al architecture and cybersecurity has become a fundamental
pillar of comprehensive national power, and that maintaining political development and
regional stability requires a shift from traditional defensive security frameworks to the
formulation of cyber deterrence strategies and flexible strategic adaptation.

Keywords: Political development, cybersecurity, artificial intelligence, international and regional
relations.
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